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OBJECTIVE / MUC TIEU

e To protect the confidentiality, integrity, and
security of all guest and employee personal
data in accordance with Accor standards
and applicable privacy legislation

e To ensure all employees understand their
responsibility in handling personal
information with discretion and
professionalism.

B&o vé tinh bdo mét, toan ven va an toan
cya toan bg dirliéu ca nhan cda khach va
nhan vién theo tiéu chudn Accor va quy
dinh phap luat hién hanh

Ham bao t4t ca nhan vién hiéu rd trach
nhiém cda minh trong viéc xtr ly théng tin
c& nhan mét cach kin dao va chuyén
nghiép.

MAT VA BAO VE DILIEU

CONFIDENTIALITY &DATA PROTECTION POLICY/ CHINH SACH BAO

e Guest and employee personal information
is strictly confidential and must not be
disclosed to any unauthorized individual or
third party.

¢ Personal data may only be accessed, used,
or shared when strictly necessary for
operational purposes and with proper
authorization.

e All employees must comply with:

- Accor Privacy Policy
- Local data protection legislation

- Hotel IT and data security standards

Thoéng tin ca nhan cda khach va nhan vién

la tuyét mat va khéng duoc tiét 16 cho bét

ky ca nhan hoac bén thir ba khéng duoc

uy quyén.

D ligu c& nhan chi duoc truy cap, sv

dung hodc chia sé khi thuc sw cén thiét

cho muc dich van hanh va cé s cho phép

phu hop.

T4t c4 nhan vién phai tuan tha:

- Chinh sach Quyén riéng tw cda Accor

- Quy dinh phap lut dia phuong vé bdo
vé dirliéu

- Tiéu chudn bdo mat CNTT cda khach
san
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e Any breach of confidentiality may result in
disciplinary action up to and including

Bét ky hanh vi vi pham bdo mét nao c6 thé
d&n dén ky luat, bao gém ca chdm ddt hop

termination. dbng lao déng.

IIl. PROCEDURE / THU TUC
1. Access Control / Kiém soét truy cdp

Personal data systems must be password protected and access limited to authorized personnel only.
Heé thong dir liéu cd nhan phai duoc bao vé bang mdt khdau va chi nhan sy dwoc uy quyén moi duoc
truy cdp.

Employee telephone lists must be maintained by management and not displayed publicly or
accessible without authorization.
Danh sach dién thoai nhdan vién do quan ly luu giit va khong dwoc cong khai hodc truy cdp tu do.

Access rights must be reviewed periodically by department heads and IT.
Quyén truy cdp phai dwoc ra soat dinh ky boi truong bo phan va IT.
2. Guest Information Handling / X ly théng tin khach
Guest details must be stored in a secure database (PMS,OPERA or approved system).
Thong tin khach phai dwoc luu trong hé thong bao mat (PMS,OPERA hodc hé thong diroc phé
duyét).
Rooming lists and printed reports must not be left unattended at front desk or public areas.
Danh sach phong va béo céo in khbng duoc dé khong giam sat tai quay le tan hodc khu viuc cong

cong.

When speaking about guest details, ensure conversations cannot be overheard.
Khi trao doi vé thong tin khach, phai dam bao khong bi nghe lén.

Guest room numbers must never be announced publicly.
Khong duoc doc so phong cua khach tai khu vuc cong cong.

Guests must be given the option to opt out of marketing communications.
Khdch phdi c6 quyén tir chéi nhdn thong tin tiép thi.
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3. Employee Information Handling / X ly théng tin nhéan vién

Personnel files must be stored in locked cabinets or secure digital folders.
Ho so nhdn vién phdi duoc luu trong tu khoa hodc thu muc dién tir bao mat.

Payroll, ID numbers, contracts and contact details must not be shared internally unless
operationally required.

Théng tin leong, s6 CMND/CCCD, hop dong va lién hé khéng dwoc chia sé néi bé néu khéng can
thiét cho céng viéc.

4. Data Sharing & External Requests / Chia sé d&liéu & Yéu cau bén ngoai

No guest or employee information may be released without:
Khong dwoc cung cap thong tin khach hodc nhdn vién néu khong co:

» Written consent from the individual
Suw dong y bang van ban cua cd nhan

OR/HOAC

* Official request from lawful authority
Yéu cau chinh thirc tir co quan co tham quyén

All legal requests must be referred to the General Manager and Accor Legal team.
Moi yéu cau phap ly phai dwoc chuyén dén Tong Giam doc va bo phdn Phap ly cua Accor.
5. Incident & Breach Reporting / B4o cao vi pham

Any suspected data breach must be reported immediately to:
Moi nghi ngo vi pham dir liéu phai bao ngay cho:

* Department Head/ Truong bg phdn

* IT Department/ Bé phan CNTT

« General Manager/ Tong Gidm doc

An incident report must be completed within 24 hours.

Bdo cdo si ¢é phai diege hoan thanh trong vong 24 gio.
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6. Document Disposal / Hay tai liéu

Printed documents containing personal data must be shredded before disposal.
Tai liéu in chwa dir liéu ca nhan phai dwoc huy bang may huy giay truoc khi bo di.

Digital records must follow Accor data retention guidelines.
Dit liéu dién twr phai tudn theo huwong dan lwu triv die liéu cua Accor.

IV. CONFIDENTIALITY AGREEMENT / CAM KET BAO MAT

All employees must sign a Confidentiality Commitment Form upon employment.
Tat ca nhan vién phai ky Cam két bao mdt khi nhan viéc.

If an employee breaches confidentiality and joins another Accor property or external company
using sensitive information, the Hotel reserves the right to take legal and financial recovery actions
in accordance with contract terms.

Néu nhan vién vi pham bao mdt va chuyén sang lam viéc tai khdach san khac cua Accor hodc cong
ty bén ngodi bang cdch sir dung thong tin nhay cam, Khdch san cé quyén thiee hién cac bién phdp
phap Iy va yéu cau boi hoan theo diéu khodn hop dong.

« The Confidentiality Commitment Form must be printed, signed by all Heartists, and filed at the
P&C Department for record keeping.

To cam két bao mdt phdi dwoc in ra, yéu cdu tat ca Heartists ky xdc nhan va heu trii tai phong P&C
dé theo déi va quan 1y ho so.

V. TRAINING & AWARENESS / PAO TAO & NHAN THUC

All employees must complete annual data privacy training.
Tat ca nhan vién phai hoan thanh dao tao bao mdt dir liéu hang nam.

New employees must receive confidentiality briefing during onboarding.
Nhdn vién moi phai dwoc dao tao vé bao mat trong chuwong trinh hoi nhdp.
VI. SCORE & AUDIT CRITERIA / TIEU CHI BDIEM & KIEM TRA
100% of employees must sign confidentiality commitment.

100% nhan vién phai ky cam két bao mdt.
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0 tolerancq for intentional data breaph.
Khong chap nhdn bat ky vi pham co y nao.

Quarterly internal audit on:
Kiém tra noi bo hang quy veé:

* Access control
* Kiem soat truy cdp

* Secure storage
 Lueu trit an toan

* Disposal compliance
» Tuan thu huy tai liéu

Prepared by Approved by
Dang Thi Yen Pedro Miguel Oliveira Neto
L&D and Wellness Manager General Manager
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